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KILT: Credentials for web3

Decentralized Identifiers (DIDs):
a practical primer
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But first

« KILT Protocol, Ingo Riube
@KILTProtocol
kilt.io

« Maud @maudnals
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. You x DIDs?
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KILT

w =2
Permissionless Credentials
trust for the web3

infrastructure

@KILTProtocol @maudnals

Regulation-friendly
virtual structures
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DIDs?

Now

You —p

account

Source: SSI Meetup

@KILTProtocol @maudnals
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With DIDs

Distributed ledger
(blockchain)
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DIDs?

A DID is a new type of

globally unique identifier,
that does not require a
centralized registration
authority; control of the
identifier can be proved
cryptographically.

https://w3c-ccg.github.io/did-spec/

@KILTProtocol @maudnals
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https://w3c-ccg.github.io/did-spec/
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4 core properties of DIDs

1. Persistent

2. Resolvable

3. Cryptographically verifiable
4. Decentralized

NOT: human-readable

@KILTProtocol @maudnals
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DID + DID Document

Scheme

o

did: kilt 123456789%9abcdefghijk

! J

|
DID Method

did:ethr:
did:btcr:
did:sov:
did:uport:

@KILTProtocol @maudnals

I
DID Method Specific String

"@context": "https://www.w3.0rg/2019/did/v1",
"id": "did:kilt:123456789abcdefghi”,
"authentication": |

{

NN

"id": "did:kilt:123456789abcdefghi#keys-1",

"type": "RsaVerificationKey2018",

"controller": "did:kilt:123456789abcdefghi”,

"publicKeyPem": "————-BEGIN PUBLIC
KEY...END PUBLIC KEY=——=\r\n"
}
1y
"service": |

{
"id": "did:kilt:123456789abcdefghi#vcs"”,

"type": "VerifiableCredentialService",
"serviceEndpoint": "https://kilt.com/vc/"

}
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CRUD

Create

Resolve
Update

De-activate

@KILTProtocol @maudnals

f(DID method)

“kilt®

in our case

NN
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DIDs in KILT

did:kilt:5GZPvZad. ..

@KILTProtocol @maudnals

ek, EK

sk,

4 Identifier
4 EK
+

4+ DID Doc Ref - - -

!

) \

KILT Blockchain

Encryption
keypair
Signing
keypair

4+ EK
*
4+ Service endpoint

Centralized*
Service

NN
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@KILTProtocol @maudnals

Service

Universal Resolver

'

App

.

Driver
did:eth

Driver
did:kilt

.

v

o) G

NN

o uniresolver.io
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https://uniresolver.io/

Driver guidelines

« Resolve functionality only: resolve(did) -> diddoc
« Open-source
« Container on dockerhub

e Documented methods

@KILTProtocol @maudnals
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KILT's dockerized driver

NN

@ EXPLORER Js index.js X B O
\ OPEN EDITORS m> & driver.get() callback
X JS index.js src 4 9  const driver = express();
\ KILT-DID-DRIVER 1
11 driver.get(URI_DID, async function(req, res) {
g_p Vv @§ vscode 12 const { did } = req.params; |
{} settings.json 13 const address = getKiltIdFromDid(did);
> M@ node_modules 14 const storagelLocation = await getDidDocStoragelLocation(address);
B @ s e .
X 16 fetch( ${PROTOCOL}:${storageLocation} )
Js consts.js -
o : = 17 .theni response => response.json()) :
83 Js index.js - 18 .then(jsonResponse => {
JS utils.js 19 const didDocumentAsJSON = JSON.stringify(
& & .dockerignore 20 getDidDocumentFromJsonResponse(jsonResponse) I 8
e _eslintrc.json g )i .
B 22 res.send(didDocumentAsJSON) ;
& _gitignore 23 ! }]
& Dockerfile 24 .catch(reason = {
package.json 25 console. log(reason);
%+ README.md 26 res.sendStatus(404);
27 };
1|
o 28 1)
pi)
30  driver.listen(PORT. () => {
PROBLEMS @) OUTPUT  DEBUG CONSOLE  TERMINAL 1:2sh, zsh s + 0D @ ~ x
+ kilt-did-driver git:(master) [] + kilt-did-driver git:(master) [] git: (master|
> OUTLINE
> NPM SCRIPTS
o master O ®O0A4 AutoAttach: On Ln23,Col7 Spaces:2 UTF-8 LF JavaScript ESLint Prettierv ©& Q1

@KILTProtocol @maudnals
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Food for thought

« DID fragments
e Remote or not

« Universal Registrar

@KILTProtocol @maudnals
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did:kilt:123456+#0idc
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Thank you

@KILTProtocol
@maudnals
kilt.io

Check out TCAs &
Slides coming soon
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Sources

DID Resolution Webinar // DIF at SSI Meetup

DID Methods Registry

Universal Resolver: introduction

@KILTProtocol @maudnals
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https://www.youtube.com/watch?time_continue=4007&v=gf2g4O3yqCc
https://w3c-ccg.github.io/did-method-registry/
https://medium.com/decentralized-identity/a-universal-resolver-for-self-sovereign-identifiers-48e6b4a5cc3c

